6.5062: Mobile and Sensor Computing

Lecture 6: Battery-Free Networking and Sensing

I H
I I I I Some material adapted from Haitham Hassanieh (UIUC)



RFID (Radio Frequency |IDentification)

Access Control
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RFID (Radio Frequency |IDentification)

Access Control Inventory control
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Basic Principle of Operation

RFID: cheap battery-free stickers

Reader

Reply to wireless reader
with a unique identitier




History of RFIDs

« WWII: Aircraft IFF Transponder

— |dentify Friend or Foe, Transmitter-
Responder

e 1945: “The Thing” or “The Great Seal Bug”

- "Gift” given by the Soviets to American
ambassador

e 1980s: development of E-Toll transponders

e 2004: Auto-ID lab at MIT led to the birth of
modern battery-free RFIDs

- Goal: supply chain chain optimization
- Paper: “Towards the 5 cent tag”



Types of RFIDs

Frequency
Range Where do
these fall?
UHF long range T oo
(~900MHz) (few m)
Range of
HE Operation
(18.56MH2z) | shortrange |, )
need to tap
(few cm)
LF
(120-150kHz)
Power

consumption



Types of RFIDs

Frequency
Range the vast
majority of
UHF RFIDs
(~900MHz)
HF
(13.56MHz)
few cgnts 10s to 100s
LF of §  Power
(120-150kHz2) consumptior
Passive Semi-Passive Active

battery-free) | or Semi-Active (with battery)

Other less common versions: 2.4GHz, UWB (3-10GHz), etc.



How does an RFID power up?

Harvests Energy from Reader’s Signal

Inductive Coupling Backscatter
LF HF UHF
(120-150kHz)  (13.56MH2) (~900MHz)
Magnetic Electromagnetic
(Near Field) (Far Field)

Coill Antenna




Inductive Coupling
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Inductive Coupling




Rest of This Lecture

 Understanding RFID communication

« RFID Localization



Backscatter Communication

+ Aflashlight emits a beam of light

« The light is reflected by the mirror

+ The intensity of the reflected beam can

be associated with a logical “0” or “1”




Backscatter Communication
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Backscatter Communication

Tag reflects the-reader’s
signal using ON-OFF keying
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Backscatter Communication

RFIDs are synced by the reader's signal:
Time synchronization
Frequency synchronization




Backscatter Communication




EPC Gen2 Standard - MAC

Single Tag Reply

Reader |[-¢ oW 2=

Tag |Pc-CPe « cRO

Slotted Aloha:

— Reader allocates Q time slots and transmits a query at the
beginning of each time slot

— Each tag picks a random slot and transmits a 16-bit random
number

— In each slot:
RN16 decoded - Reader ACKs - Tags transmits 96-bit ID

Collision > Reader moves on to next slot
No reply > Reader moves on to next slot



EPC Gen2 - MAC

Single Tag Reply »| ~— Collidad Reply —»}— No Reply —=
Reader -« v 2] P—— = anayreop | [ |l seeyreon
Detectoa ey
Tag [Pe-cpc - cRoes =
Inefficient:
— If reader allocates large number of slots > Too many empty
slots

— If reader allocates small number of slots > Too many collisions



EPC Gen2 - MAC: Minimizing Collisions

N RFID Tags & K Time slots

Each tag picks a slot uniformly at random to transmit in
Let’s assume the reader knows the number of tags N; how
should it set K?

Probability that a tag transmits in a given slot:
1
N = —
YK
Probability that any tag transmits in a given slot without collision:

E=Np(1l—p)!

To maximize E, set:

dp

p=1/N => K=N



EPC Gen2 - MAC: Minimizing Collisions

N RFID Tags & K Time slots
Each tag picks a slot uniformly at random to transmit in
Let’s assume the reader knows the number of tags N; how

should it set K?
Probability that a tag transmits in a given slot:
1
N = —
YK

Probability that any tag transmits in a given slot without collision:
E=Np(1l-—p)™!

To maximize E, set K=N

Efficiency (probability that “any” tag occupies a time slot):

1 N-1
Efficiency = E = (1 _ _)
N
. . 1
Efficiency < limy_E = —
e

= 0.37



EPC Gen2 - MAC

Single Tag Reply »| ~—— Collided Reply —>§— No Reply —4————
Reader V) AN v QueryRep CAY wiraywep ||| s Loerysan
Collisian o
Dztactad Renly
Tag =] [P

Inefficient:
— If reader allocates large number of slots > Too many empty slots
— If reader allocates small number of slots > Too many collisions

— If reader knows number of tags = N - Allocate K=N slots > 37%
efficiency

— Downlink overhead

Significant work on “spanning trees”, efficient

scanning, decoding with collisions, etc.



Rest of This Lecture

 Understanding RFID communication

 RFID Localization



How Can We

Capabilities to

Battery-Free
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WiTrack/Radar:

Localize by measuring the Time-of-flight

Distance <Time-of-flighbx speed of light




How about we just transmit a very short pulse?

Reader Y
Cannot power up RFID

Tt - =

RFID

Problem: RFIDs cannot power up from a very short

pulse




RFING

RFind brings radar capabilities to billions of deployed
battery-free RFIDs

It can accurately estimate the time-of-tlight in real
Indoor environments with dense multipath

Implemented and evaluated a prototype of RFind in
real-world environments



Where Radar Resolution Comes From

Short pulse allows measuring time at very fine
granularity

Wide
Short bandwidth

| Qﬂﬁ@ > T__,
time frequency

Can we achieve wide bandwidth on battery-free
off-the-shelf RFIDs?




Problem: Battery-free RFIDs are designed

to respond to a very narrowband signal

Frequency inside Respond with their
ISM band identifier
fism
N\ g
’l
4

V. - =4

RFID Power up




Problem: Battery-free RFIDs are designed
to respond to a very narrowband signal

Frequency inside Respond with Frequency outside
ISM band their identifier . ISM band

f|$|\/|\ , ,’ f
l’ non-lsN No response

RFID ~owerup RFID Could not
power up

Battery-Free RFIDs are optimized to harness power from signals within
the UHF ISM band (very narrow for time-of-flight estimation)



Key Realization:
RFID Modulation is Frequency Agnostic

\ Switch “Off”

Power
Harvester

Switch

E i E Controller

Antenna Switch

Simplified RFID schematic



Key Realization:
RFID Modulation is Frequency Agnostic

4
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Switch “Off” Switch “On”
Power Power
Harvester Harvester

| |
Switch Switch
i Controller Controller



Key Realization:

RFID Modulation is Frequency Agnostic
f

Switch “Off” No reflection

fo

Power Harvester

. —>

Switch

i Controller

Switch
Controller




Dual-Frequency Excitation

a technique that decouples powering up
from sensing in RFID localization




Dual-Frequency Excitation

Battery-Free RFIDs are optimized to harness power from signals
within the UHF ISM band (very narrow for localization)

Frequency inside Frequency outside

ISM band Respond ISM band
fis N E
s’ ’
& fnon-ISM\
A : No response

RFID ~oWerup ’ RFID Could not
power up



Dual-Frequency Excitation

To power up and
communicate with RFID Powers up and modulates

\.' fism both frequencies

fnon-ISM\\

Vary the sensing frequency ~ RFID Power up
over a wide bandwidth

Wide Bandwidth = Time-of-tlight = Accurate

| ocalization




How can we perform wideband sensing
despite FCC regulations?

ISM band

Y

Power

902MHz 928MHz
Freq.



How can we perform wideband sensing
despite FCC regulations?

ISM band
A

FCC mask
o
3
@]
Q.

NO”"SM ba).[\‘d

902MHz 928 MHz
Freq.

Sensing frequency can be transmitted at ultra-low

power and swept over time



From Wide Bandwidth to Accurate
Time-of-Flight Estimation




—stimating the Time-of-Flight

 Wide bandwidth can be used to estimate the channel
taps in the time domain

- Perform Inverse Fourier Transform
12, Direct Path  Multipath Reflections

dON TN

0.6

Power

0.4

Leverages a super-resolution algorithm using

multipath-suppressed phases to achieve high
localization accuracy




Implementation & Evaluation

e Reader is implemented on USRP software radios
- Two for Tx: one high power inside ISM band and another
low-power outside ISM
- Three coherent Rx for 3D localization

e Compliant to EPC Gen2 RFID protocol & FCC
regulations

e Fvaluation:
- Tested various off-the-shelf battery-free RFIDs
- Real indoor environments with multiparty

e (Ground truth: Bosch laser measure




How much bandwidth can RFind emulate?

RFID communication
bandwidth ~40KHz

50 5
40
m RFind >300MHz
SO 30 /
o0
= 20
)
10

Achieve high SNR over wideband despite ultra-low

power of sensing frequency (FCC)




Accuracy vs. Bandwidth

RFind



3D Localization Accuracy

90-th percentile error < 3cm

Sub-centimeter accuracy on off-the-shelf battery-

free RFIDs despite their very narrow bandwidth







RFID on




Summary of Lecture

Battery-free networking and sensing (RFIDs)

History of RFIDs

Operation and classes of RFIDs

Backscatter communication, MAC protocol, efficiency
_ocalization using frequency-agnostic backscatter

—merging applications: quality control, virtual reality,
and robotic automation

Next frontier?



